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9 Security Tips for Protecting Mobile Workers

Hugh Thompson offers a set of defenses for keepindgta safe, even
when it's on the move

By Dr. Hugh Thompson, CSO
March 09, 2011 03:19 PM ET
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The new working professional is always connected, a

increasingly, the office is Starbucks, an airporthome.
With new flexibility comes new IT security risksrfo TH E

ettt EXPONENTIAL
sophisticated hacker. DATA c E NTE R
How can mobile workers better protect informatiomiles Is H E R E ™

they're outside the office? Here are 9 tips to kaeployees m——

(and corporate data) safe outside the office: EARN MORE

Tip 1: Use laptop disk encryption

One of the first lines of defense is to secure taaasits on _JU ﬂ | Per

a laptop's hard drive to make it unpalatably diffi¢or
attackers to retrieve data from a device that sligof an
employee's control. As more personal laptops hatered the work ecosystentisk encryptiorhas become
increasingly important. Without properly implemesh&ncryption, a password is just a polite requasah
attacker to not access data.

Tip 2: For laptops, set boot order and password itthe bios

Most people have their Windows accounts locked ddwihwhat about the BIOS? The first thing a seadon
attacker will try to do is boot from something athiean the hard disk (USB stick, CD, etc.) and paiaind.
There are a few techniques to make this more diffi©ne is to put the hard disk first on the blsitin the
BIOS and then password protect the BIOS to stopesom from changing it. If an attacker has stolenlaiptop,
they can still take more drastic measures suchrasving the hard disk (but hopefully it's encrypteske Tip 1
above). Changing the boot order will make it maf@adilt for an attacker that has brief accesstte machine.
Tip 3: See what it takes to do password resets, theducate employees

The model of using biographical information password res is failing. The name of an employee's favo
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pet, grandfather's occupation and mother's maidererare more available than ever before: attadesrsnine
information fromsocial networking siteas well as public records that are now onling.dti important exercise
for employees to see how exposed they are by tpyasgword resets on their corporate and personalats.
Imagine they have forgotten all passwords to erttely laptop, etc. How do they reset them? Whaistjans ge
asked? Could someone find those answers onlinevsoene? If so, it's time to change those questions o
answers. If the account simply sends a passwoed eesail then ask: what would it take for someaneeset an
email password?

Tip 4: Educate employees on the risks of public WiH networks

Free tools abound to sniff traffic on public Wi+ketworks. With that in mind, it's important for eloyees to
take precautions when accessing or sending anysieingjtive (email, searches, etc.). Mobile worlsticuld
always ensure that email is sent and received giiran encrypted channel (VPN, webmail over SSL).gtor
corporate email, this should be the only route ipdes$o receive messages. The reality though issbiametimes
policies are circumvented in the name of produsti®ne common example is sending corporate doctgien
personal email accounts so that they are easardess and work with outside the office. If youegtdhat
work-related activities will be done while not camted through a VPN or on a corporate-sanctioneiteleit is
important to educate employees about the riskshatplthem make safer choices.

Tip 5: Enable automatic patching

You've turned on automatic update for Windows afffic® but what about the rest of the software foa t
system? Attackers are diversifying their stratefiiegnachine infection and it's important to kegpto date with
patches on all software. In the past, the riskubbmatically applying a bad patch --one that caubedystem to
malfunction --outweighed the risk of leaving thestgyn unprotected till the patch could be thorougésted. For
mobile workers, that tradeoff needs to be reevalli&dr key applications.

Tip 6: Protect visual privacy

Eventually, sensitive data will likely be displayed a laptop screen, but are mobile workers taktegs to
protect it? With the rise in quality of smart pharaameras, it is now possible for data thieves anpetitors to
take readable pictures of @ereen data at a distance, which increases theatampe of protecting visual priva
Angling screens away from public view or using cor@p screen privacy filters can help reduce therisut
ultimately working professionals need to be mindfitheir environment when accessing informaticat tihight
be of value to someone else. This is particularigartant at conferences or seminars where peopleisame
industry are likely to be in close proximity.

Tip 7: Beware of social networking information lealage

It's easy to reveal too much information while ba toad. The most common mistake employees mdke is
reveal geo-location information. Mentioning thauiyre in Bentonville, Arkansas for a meeting migbht seem
like a big deal but a competitor could easily irntfest your company has a budding relationship Widd-Mart,
one of the very few companies headquartered tidis.type of data might be revealed directly--ist@tus
update on Facebook or Twitter --or it may be re@ahdirectly based on the tool used to update taale
Twitter or LinkedIn.

Also seeThe final 5 tweets of Harold Wigginbottom, teshvvy CEO

Beyond location, employees need to be aware treatgds in business relationships on Linkedin magakv
something interesting (and very confidential) altbetbusiness. If someone in the Mergers and Aitopuns
Department suddenly adds five people as contamts & smaller company through Linkedin it could aade a
relationship.

Finally, employees also need to be aware that anythey post publically might be used against theradd
credibility to aphishing ema. The growing personalization of email attacks nsakéarder to differentiate a re
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email from a fake. Employees need to be educatedtdbe risks and be exceptionally cautious witlagsrthat
ask them to send sensitive information to addresgtsde the company.

Tip 8: Set up remote wipe for mobile devices

What happens when an employee reports a mobilee&lésmissing? In most cases, data contained idetiee
is much more important (and valuable) than theaitself, especially when it comes to corporaterimation.
Most smart phones support remote wipe. By settmgemote wipe on corporate-issued devices (ands§iple,
on employee-owned devices that are allowed to ago@mporate email) you're taking insurance agaimest or
loss of the device. If attackers have unfetteredsg to the device, however, they may be ablevmidad the
data first and even disable remote wipe. Thisitigs Tip 9.

Tip 9: Lock mobile devices

In the battle of convenience vs. security, convecgeoften wins. When employees use a mobile devieecess
corporate data it's important to educate them ath@uimportance of locking their devices. Lockihg tevice is
a delay mechanism if the device is lost or stdleluys you time to either remotely wipe the dewdgen it is
reported missing or do something more elaboragefiiid it via GPS. Many devices can also be setipe
themselves after a set number of incorrect logengpts. Even if a device is setup for remote wigaving it
unlocked can sometimes allow thieves to disabledlsettings before you've had a chance to issupea w
command.

Ultimately, protecting corporate and personal datpires that employees be on guard. Applying tkipsewill
help avoid some of the biggest threats on the road.

Dr. Herbert Hugh Thompson is Chief Security Stresieat People Security and a consultant for 3M &y
Filters. He is also an adjunct professor at Colantimiversity.
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